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Exploit Database
380071 O]&e
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to review. 3,000 plus medules are all available with relevant links to other technical documentation and source code. All of the modules included in the Exploit Database are also

included in the Metasploit framework and utilized by our penetration testing tool, Metasploit Pro : AUXI LIARY, POST EXPI—OlT, CUSTOM

EXPLOIT 25 23

Enter search query... Select Database n

Displaying module details 1 - 10 of 3831 in total
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. Project - default ¥ Account - nxadmin ¥  Administration ¥ 7
[i] metasploit
Overview  Analysis  Sessions  Campaigns  Web Apps  Modules  Credentials  Reports  Exports  Tasks
Hosts
H Ta % Scan & import B Nexpose g WebScan @ Modules £k Bruteforce (@) Exploit @ New Host Q

8 Hosts || k] Notes || @ Services

show| 100 ¥ |entries
P Address
192168.0.102
192168.0.133
192168.0.136
192168.0.137
192.168.0.150
192168.0.16
192.168.0.250
192168.0.251
192168.0.252
192168.0.253
192166.0.39

Hostname
EDGAR-PC
1921680.1

192168.0.13
192168.0.137

SODN-PC
softwidenas
192168.0.251
1921680252

¢ Vulnerabilities || & Captured Data

Network Topology

Operating System
& Microseft Windows (7) SP1
B iPXE (1.X)

P
EH iPXE (1.X)
HH Unknown

% Microsoft Windows (7) SP1
EH Unknown

#= Canon Printer

I Canon embedded

EH Unknown

EH Unknown

Home Velidation dem New Automated Exploitation Attempt

Automated Exploit Settings
Targel Addresses®

Minimum Reliability

Targeting
Excluded Addresses

Payload Settings
Payload Type

Connection Type

192.168.0.133
192.168.0.136
192.168.0.137

Great

]

# Ignore known-fragile devices

Meterpreter

Auto

Hide Advanced Options

= denotes required field
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Active Sessions

Session o5 Host Type Age Description Attack Module

= Session 197 " 192.168.152.22 - WINXP Meterpreter 2 minutes NT AUTHORIMSY STEM @ WINXP 2 MS10_061_SPOOLSS

Microsoft Print Spooler Service Impersonation Vulnerability
exploitwindows/smb/ms10_061_spoolss

This module exploits the RPC service impersonation vulnerability detailed in Microsoft Bulletin MS10-061. By making a specific DCE
RPC request to the StartDocPrinter procedure, an attacker can impersonate the Printer Spooler senvice to create a file. The working
directory at the time is %SystemRoot%\system32. An attacker can specify any file name, including directory traversal or full paths. By
sending WritePrinter requests, an attacker can fully control the content of the created file.

Module Options

PHAME The printer share name to use on the target (string)
RPORT 445 Set the SMB service port (integer)

SHMBPIPE spcmlss The named pipe for the =pooler service (string)
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Internet Explorer CSS Recursive Import Use After Free
exploittwindows/browserms11_003_ie_css_import

This module exploits a memory corruption vulnerability within Microsoft's HTML engine (mshtml). When parsing an HTML page
containing a recursive CSS import, a C++ object is del

m

d and later reused. This leads to arbitrary code execution.
Module Options

OBFUSCATE & Enable JavaScript obfuscation (bool
SRVHOST 0000 The local host to listen on. This must be an address on the local machine or 0.0.0.0 (address

SRVPORT 8080 The local port to listen on. (port
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Attacker Interface
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[E] metasploit
pro Overview Analysis Sessions Campaigns Web Apps Modules Credentials Reports Exports Tasks
Home Vulnerability Validation Test Ti Task 91
Vulnerability Validation Wizard W Push Validations W Push Exceptions
Statistics Task Log
Vulns found : Vuln validations Vuln exceptions
6/96
0STS \I':‘!FI:IRTED REMOTE EXPLOIT MATCHES
Show |10 ¥ | entries Hosts imported
Address Name Vm  Created Status
104.26.0 & month ago
10.4.26.1 2KB-0FC10-32-N m & month ago
10.4.26.103 esx-3-0-fake vuln.lax.rapid7.com & month ago
10.4.26.104 GCM-SSLPLAYGROU & month ago
10.4.26.111 w2k8-disa-c.vuln.lax.rapid7.com B  =monthage
10.4.26.113 WINT-DISA-NC1 m & month ago
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ﬂuumu nightly-test
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TaSk Cham Name weekly-test 1 O@'-‘.‘eeklyon Tuesdays 2 Cancel &

1 1 + Target Settings

+ Advanced Target Settings
+ Discovery Settings

+ Discovery Credentials
+Web Scan Settings

+ Automatic Tagging

1 +Web Crawler Settings (Advanced)
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Social Engineering Campaign Report

Home  Socisl Engineering  Campaigns

UPS Test: Preview

United States

s

Log In or Register

MyUPS &  Shipping

You can use your Facebook
account to log into UPS:

Log in with Your My UPS

By logging in you agree to the UPS Technology Agreement €

Tracking

Account - msy  Project Name: SE Testing
Campaigns ~ Web Apps  Modules  Tags  Reports  Tasks User: shucking
Executive Summary
l Campaign Name: Test Campaign 1

@) Web Page Started: April 08, 2013

Last updated: April 08, 2013
| ContactUps | The UPS Store [v] st Finished

Freight Locations Support UPS Solutions
Web Pages E-mails Target Addresses Response Rate*
1 1 25 64%

Last response: April 08, 2013

New Users - Register Now

Register now to take advantage of the following benefits: Key Metrics: Social Engineering Funnel?

Time-saving features like customized shipping preferences and My UP

Account:
- Address Boaol
User ID: Easy access to your shipping history and tracking detail 25 f— 16 — 12
Leam More € International shipping serices
Password: . - -
emails were sent out 64% of recipients 48% of recipients
opened the email clicked the link
7 Remember Me @ l
| Cancel 3
24% of recipients

submitted the form




RAPID

o| S

+ 712 9 BR0| 2RE HA| HZ
. AR HO| 2LE : TA 21 U MEL

Audit

Authentication Tokens

Collected Evidence

Compromised and Vulnerable Hosts
FISMA Compliance

PClCompliance

Services

Social Engineering Campaign Details
Web Application Assessment

Compromise Frequency by Host
(12 compromises total)

Credentials by Host
(5 creds total)
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